CAcert OpenlD Connect

Registration Examples

Wordpress (miniOrange)

| am just using the miniOrange OAuth plugin, "“OAuth Single Sign On - SSO (OAuth Client)”

Once you have that Installed and Activated, you need to Configure it.

Screen Options v Help *
Plugins ‘ Add Plugin
Plugin activated Q
AlL(3) | Active (1) | Inactive (2) | Update Available (1) | Auto-updates Disabled (3) Search installed plugins
Bulk actions ~ | Apply 3 items
Plugin Description Automatic Updates
Akismet Anti-spam: Spam Protection Used by millions, Akismet is quite possibly the best way in the world to protect your blog from spam. Akismet Anti-spam keeps your site protected even while you sleep. Enable auto-updates

Activate | Delete To get started: activate the Akismet plugin and then go to your Akismet Settings page to set up your API key.

Version 5.4 | By Automattic - Anti-spam Team | View details

£ There is a new version of Akismet Anti-spam: Spam Protection available. View version 5.5 details or update now.

Hello Dolly This is not just a plugin, it symbolises the hope and enthusiasm of an entire generation summed up in two words sung most famously by Louis Armstrong: Hello, Dolly:

Activate | Delete When activated you will randomly see a lyric from Hello, Dolly in the upper right of your admin screen on every page.

Version 1.7.2 | By Matt Mullenweg | View details

~) OAuth single Sign On - SSO (OAuth Client)  This WordPress Single Sign-On plugin allows login into WordPress with your Azure AD B2C, AWS Coanito, Salesforce, Keycloak, Discord, WordPress or other custom OAuth ~ Enable auto-updates
2.0/ OpeniD Connect providers. WordPress OAuth Client plugin works with any Identity provider that conforms to the OAuth 2.0 and OpenlD Connect (0IDC) 1.0
standard

Configure | Premium Plans | Deactivate
Version 6.26.11 | By miniOrange | View details

Plugin Description Automatic Updates

Bulk actions ~ || Apply 3 items

In our case, we are using the miniOrange OpenlD module. As the documentation instructs, use Composer to install
the OAuth Login - OAuth OIDC SSO module, also known as the miniOrange OpenlD module:

composer require 'drupal/oauth_login_oauth2:*3.0'

miniOrange OAUth Slngle Slgl’l OI"I ’ &) Troubleshooting I I 7 Ask questions on our forum l I i=Feature Details

Configure OAuth Attribute/Role Mapping Login Settings Login Button Customization User Analytics Trials Available Account Setup Add-ons

@ 5SSO Configuration: SSO for the admin user is disabled by default. You can enable it here. Enable SSO for Admin

@ Attribute Mapping: You can now map the email attribute with user profile. Click here to Map Attribute.

Contact Us
Add new client application to implement Single Sign On into your website e Heed any help? Just give us a call at +1 978 658 9387

Couldn't find an answer in FAQ?

Add New Application Just send us a query and we will get back to you soon.

Enter your email
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Start by clicking on the "Add New Application” button.

Setup Wizard

OAuth / OpenlD Connect Providers

Search Your Provider Q
PRO
L2 2] | LA
Custom OAuth 2.1 Custom OAuth 2.0 Custom OpenlD Custom OAuth 1.0 Azure AD Azure B2C Office 365
(OAuth with PKCE) App Connect App App
PRO
2 ® & &
WHMCS
AWS Cognito Discord keycloak Clever Classlink WHMCS Salesforce
Nt N
L)
Okta OneLogin Ping Windows Live ientityeanver Neon CRM Canvas
Lz mu ~,
e | ms B Dk >
Wso2 iMIS ADFS Laravel AuthO Dynamics 365 CRM
PRO
i x e a O @
Microsoft Teams TicketMaster WordPress Drupal Joomla Mindbody SheepCRM
2 -~
noviea HubSast »
A4 ﬁ @ a " A2p 1D Need Help? We are right ¥
here!
NoviAMS ASP.NET Shopify battle.net Google HubSpot IBM App ID
. . . " ”
Click on the third item, "Custom OpenlD Connect App".
Setup Wizard
App Configuration Summary
te callback URL at OAuth/OIDC Provider end Confirm & Verify Client Credentials of GAUTH/QIDC Provider
Setting up a Relying Party B Setup Guide

etup guide handy or open it in a new window before proceeding with the setup

App name openidconnect

This will displayed on $50 login butten as "Login with openidconnect™. The entire button name is customizable in paid

versions

Callback URL  https:#wp.buadh-brath.com | &

‘Copy below Callback URL (Redirect URI) and configure it in your OAuth/QIDC Provider.

Client ID: Provide your client id

Client Secret: Provide your client secret ®
Scopes -
Set scopes to request desired user data from your OAuth/OIDC Provider. If your required scope is not in the list, write your

own and hit enter

Autherization Endpoint Enter authorization endpoint

Token Endpoint | Enter token endpoint
Need Help? We are right %
here!
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On this form, copy the "Callback URL" for the next steps.

VEersions

Callback URL | ttps:/wp.buadh-brath.com|

Copy below Callback URL (Redirect URI) a

Go to the CAcert OpenlD Registration site,
and then to "Register a New Site”.

On this form, give your WordPress site a
name and paste the “Callback URL" that you
copied from the Wordpress site.

Click "Register Site.”

CAcert OpenlD Connect

nd configure it in your OAuth/OIDC Provider.

A

How to Register a New Site

To make use of this system and register a site, you need the following things:

1. A unique name to identify your site registration
2. The "Redirect URL" that the OpenlD plugin for the site that you are registering requires.

3. Does your plugin use Post or Basic authentication? The default is POST. If you have requirements
bmccullough@cacert.org

4. Optional notes for yourself.

You may download the various URLs provided by the OpeniD component here

Site Name
Redirect URL ||
®
Auth Method \; POSt_
O Basic
Notes

Register Site

How to Register a New Site

To make use of this system and register a site, you need the following things:
1. A unique name to identify your site registration
2. The "Redirect URL" that the OpenlID plugin for the site that you are registering requires.

3. Does your plugin use Post or Basic authentication? The default is POST. If you have requiremel
bmcceullough@cacert.org

4. Optional notes for yourself.

You may download the various URLs provided by the OpenID component here

| My Sample WP Site ‘

“.com| J

Site Name

Redlirect URL | [nttps://wpk

@® Post

Auth Method | X
L Basic

Notes [

Register Site

Copyright © CAcert, I)
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Copy the Site Name, Client ID and Client " "‘-&'
Secret to a secure location because the

CAcert OpenlD

. . . Here are your Client ID and Client Secret
Registration tool will not allow you to

retrieve those values again.

Client ID ObEET4 o~ b - 4 et - T8f o - Gl 360

Client Secret| | NGisommia™ s T -

You will also need the following URLs for your site plugin.

Authorize | |https://authserver.cacert-phoenix.org:4444/oauth2/auth

Token https://authserver.cacert-phoenix.org:4444/oauth2/token

UserInfo | | https://authserver.cacert-phoenix.org:4444/userinfo

Download a list of relevant URLs here
Go back to your WordPress site and paste
the Client ID and Client Secret into the
appropriate fields.

Copyright © CAcert, Inc 2025

Make sure that you copy these two values somewhere safe, because the Client Secret can not be retrieved again.

Setup Wizard
App Configuration Summary
Copy & paste callback URL at OAuth/OIDC Provider end Confirm & Verify Client Credentials of OAUTH/OIDC Provider
Setting up a Relying Party B Setup Guide
Keep the setup guide handy or open it in a new window before proceeding with the setup
App name CAcert OpenlD
This will displayed on S50 lagin button as "Login with openidconnect”. The entire buttan name is customizable in paid
versions.
Callback URL | https:#/wp.Bsatih-luth.com E
Copy below Callback URL (Redirect URI) and configure it in your GAuth/QIDC Provider.
Client ID: Ob. et wa-9%a- 236a
Client Secret: | ssssssssssssssssssssssssss| ®
Scopes -
t desired user data from your OAuth/OIDC Provider. If your required scope is not in the list, write your

Authorization Endpoint Enter autherization endpoint

Token Endpoint Enter token endpoint

Need Help? We are right ¥

here!
For Scopes, type “openid’, “profile” and “email’. After each, click "Enter”
Scopes openid * profile ®*  email * -
Set scopes to request desired user data from your OAuth/QIDC Provider. If your reguired scope is not in the list, write your

own and hit enter button.
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Next, copy from the CAcert OpenlD Registration tool, the "Authorize” and “Token” endpoint values,

into appropriate fields in the WordPress Configuration form.

Scopes openid ¥ profile *  email *

st desired user data from your OAuth/CIDC Provider. If your required scope is not in the list, write your

Authorization Endpoint https:/authserver.cacert-phoenix.org:4444/oauth2/auth

Token Endpoint https:/authserver.cacert-phoenix.org:4444/0auth2 /token

Once that is done, click "Next.”

You will see a Summary page with the values that you just entered.

Setup Wizard
App Configuration Summary
Copy & paste callback URL at OAuth/OIDC Provider end Contirm & Verity Client Credentials of OAUTH/OIDC Provider

Summary

Display name :  Login with CAcert OpenlD 7 s

Callback URL:  https://wp.L h h.com # [Editable in premium]
Client ID : Ob de-W-438a-98a-Se= :36a &
T T T ST ——— = @
Scopes: openid profile email @
Authorization Endpoint :  https:/authserver.cacert-phoenix.org:4444/cauth2/auth @
Token Endpoint :  https:/authserver.cacert-phoenix.org:4444/oauth2/token @
Send client credentials in:  EHeader OBody

S50 Test:  EEnable Test Debugging History

Back

B Setup Guide

Need Help? We are right %
here!

On that page, you need to change the check boxes in the line: "Send client credentials in” to remove

‘Header” and add "Body.”

Token Endpoint :  https:/authserver.cacert-phoenix.org:4444/oauth2/token

g
Send client credentials in:  (JHeader M Body

$SO Test: B Enable Test Debugging History

Back

Once everything appears reasonable, click “Finish’

Need Help? We are right %
here!

CAcert OpenlD Connect Registration Examples Wordpress  5/11



You will see a pop-up 3

window  from  CAcert, e‘&cert
showing all of the e-mail

addresses associated with . . .

vour CAcert Certificate. Authenticate with a client

certificate
The application My Sample WP Site requests a login.

You have presented a valid client certificate for multiple email
addresses. Please choose which one you want to present to the

application:
bl (@b h.com
be c@b J.com
b @b .com
b Dcacert.org

Do you want to use the chosen identity from the certificate for
authentication?

Yes, please use this identity | No, please send me back

Choose the e-mail address _"

C
that you told WordPress to e‘“‘ el I
use, and click the "Yes”

button. Application requests your consent

The My Sample WP Site application requested your consent for the
following set of permissions:

You will then see a second
pop-up  window  from

CAcert. Request information about your identity.
Access your user profile information (your name).
Access your email address.

| hereby agree that the application may get the requested permissions.
These are the pieces of

information  that Word- ‘ Deny ‘

Press is requesting from

CAcert. Click "Consent.”

© ChAcert
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The next pop-up is from the WordPress

configuration, and is showing the

information that was obtained from

CAcert.

Click "Done.” You should be returned to
the WordPress configuration page, and
it will say ‘Congratulations!  Test
completed successfully” along with a list
of all of the information returned from

the CAcert OpenlD Connect server.

550 Test

CAcert OpenID Connect

Test Configuration

Attribute Name Attribute Value
acr urn:cacert:1fa:cert
at_hash 0J8XmjD28Wrm06F52_d9lg
aud.0 oL Ae-filb-hs- 0 x "2236a
auth_time 1751974465
email b @ be .com
email_verified 1
exp 1752721145
iat 1752717545
iss https://authserver.cacert-phoenix.org:4444/
jti 60" 1 d w2 e 3%
name B C
rat 1752717224
sid 10 47a-Sleie 0B i 1bé
sub b Dw S.com
&) Setup Guide

Q Congratulations!! Test completed success

fully.
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550 Test

Setup Wizard

App Configuration

Copy &

callback URL at OAuth/OIDC Provider end

@ congr i Test lly.

Confirm & Ve

Summary
fy Client Credentials of OAUTH/OIDC Provide

W] Setup Guide

email has been mapped to username attribute. Click here to change it.

Attribute Name

at_hash

auth_time
email
email_verified
exp

iat

iss

auth_time

email

email_verified

exp

iat

iss

jti

name

rat

sid

sub

Attribute Value
urn:cacert:1fa:cert
0J8XmjD28WrmO&F52_d?Ig
Ciz b 5- 2L 236a

1751974465

b @k

s.com

true

1752721145

1752717545

https://authserver.cacert-phoenix.org:4444/

AAQNNhhf-1dAA-A28A_22af. 92929 7hr20a

1751974465
b @b s.com
true

1752721145

1752717545

https:/authserver.cacert-phoenix.org:4444/

6d9C e 425a 23
Bifis. M Cu

1752717224

10 3 e 3
b @b s.com

," Troubleshooting: if user information is not received

Make sure that your developer application is setup properly.

3%e

b6

Make sure you have the sufficient permission for the developer application at your provider's side.

Make sure that you have entered userinfo endpoint correctly.

If you are satisfied, you may click “Finish.”

CAcert OpenlD Connect

Re-run test
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You will be returned to the main miniOrange plugin page.

]
I\, OPEN APIs: Your WordPress APIs could be open!
miniOrange APl Security is not enabled on your site. This means your WordPress API endpoints could be exposed, leaving your website vulnerable to unauthorized access or attacks.
Install our REST API Authentication Plugin to protect APIs and ensure secure, controlled access to your site APIs.
miniGrange

miniOrange OAuth Slngl.e Slgn On I QTroubleshonﬁng I I l‘:@ Ask questions on our forum l l = Feature Details
Attribute/Role Mapping Login Settings Login Button Customization User Analytics Trials Available Account Setup Add-ons
Q

@ 5SSO Configuration: SSO for the admin user is disabled by default. You can enable it here. Enable SSO for Admin

@  Attribute Mapping: You can now map the email attribute with user profile. Click here to Map Attribute.

icati i Add Application Contact Us
Applications List

‘- Need any help? Just give us a call at +1 978 658 9387

Couldn't find an answer in FAQ?

You can only add 1 application with free version. Upgrade to enterprise to add more. Just send us a query and we will get back to you soon.

Enter your email
App Name SS0 Protocol
E==  Enter your phone number
CAcert OpenlD openidconnect

~tn okt

You will see your new configuration in the lower left corner.

As you exp/ore this page and the menu across the top, you will see a lot of interesting information and
configuration items. Some of the features are only available with the paid version of the miniOrange

OAuth plugin.

Finc:”y, click at the top left corner of your

My Sampla WP Site
WordPress page, and you will go to the o
og
Home page of your
Hello world!
site. b e DTt G omm

My Sample WP Site

Username or Email Address

Password

Hover over the top righf corner of that page, and you will see a

‘Log Out” item. Click on that, and we can test logging in with

®
‘ ‘ CAcert OpenlD Connect.

Connect with :

"] Login with CAcert OpenID
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Click on the "Login with CAcert OpenlD" button. You will see a CAcert window, prompting you to

choose an e-mail address, associated with your certificate, to use for logging on to WordPress.

A
CAcert
Authenticate with a client certificate

The application My Sample WP Site requests a login.
You have presented a valid client certificate for multiple email addresses. Please choose which one you want to present to the application:

b @b h.com
b @b _.com

L @b .COM

b @cacert.org

Do you want to use the chosen identity from the certificate for authentication?

Yes, please use this identity ‘ No, please send me back

Choose the appropriate one and click the “Yes” button.
You are logged in!

My Sample WP Site Sample Page

Blog

Hello world!
Welcome to WordPress. This is your first post. Edit or delete it, then start writing!

My Sample WP Site Blog Events
About Shop
FAQs Patterns

Anthnre Themes
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Notes regarding the miniOrange Contributed Module.

This module is free for anyone, but has a couple of notable restrictions. Those restrictions are lifted with the
subscription (paid) version of this module.

l. First, only one OAuth service can be configured at a time.

2. Secondly, only existing users of the site may use OAuth Login. Another use case that people may desire is for

new, authenticated users be automatically added to the Drupal site. This is not allowed with the free version.

Notes regrding the provider of this free service

CAcert.org is the leading free certificate authority. In addition to OpenlD Connect, it offers X.502 certificates for
more security on the Internet. The tasks are taken over by volunteers within the framework of the CAcert
community; the operating costs are covered by donations.

First of all, CAcert is not a service provider or a company, but a community. We are all in the same boat. We can
only achieve our goals together, with you, the cooperation of all of us (of all users=members). If you want to help,
take a look here: https://wiki.cacert.org/engagement

If you are happy with the new functions of CAcert OpenlD Connect for WordPress, done by our volunteers, please
consider to donate: Donations IBAN CHO2 0077 4010 3947 4420 O (one-time or small amounts on a regular
basis).

CAcert Inc (association), Clos Belmont 2, 1208 Geneva, Switzerland, www.cacert.org
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