CAcert and Single Sigh On

CAcert has developed a method of using your CAcert Client Certificate to facilitate easily signing
in to web sites and other on-line resources. This uses the OpenID Connect standard, which is
commonly used around the world.

This facility can be used by doing the following:

1. Go to https://registration.cacert-phoenix.org/index.php, the site to register your Client
Certificate and the on-line resource that you wish to use.
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2. The About Page, https://registration.cacert-phoenix.org/about.php, gives some background
information about the site and its history.
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This Site and Service

This site has been developed by CAcert to give CAcert certificate users the ability to allow users of their web sites to connect using OpenID
supported by the CAcert Web-Of-Trust.

We hope that this will help you creating a bridge between your website, whether powered by Drupal, Wordpress, or other technology, and your
users, who are holders of CAcert Client SSL Certificates and can be identified to your site that way.

CAcert

CAcertorg is a community-driven Certificate Authority that issues certificates to the public at large for free.

CAcert's goal is to promote awareness and education on computer security through the use of encryption, specifically by providing cryptographic
certificates. These certificates can be used to digitally sign and encrypt email, authenticate and authorize users connecting to websites and
secure data transmission over the internet. Any application that supports the Secure Socket Layer Protocol (SSL or TLS) can make use of
certificates signed by CAcert, as can any application that uses X.509 certifit XeR i igni ignatures.

3. The Info Page, https://registration.cacert-phoenix.org/info.php, gives a very basic overview

of the facilities provided by the site.

This site provides several functions related to registering your web site or application to use CAcert's OpeniD Connect facility, allowing people
holding CAcert Client Certificates to use OpenlD Connect to log in to your site.

In order to use this site, you must have a valid client certificate from CAcert installed in your browser.
Such a certificate may be obtained from CAcert.

This tool provides three functions, found in the Home menu.
Register a New Site, List all Registered Sites and un-register or Delete a Site.

You may download the various URLs provided by the OpenID component Here

For more information, see our About Page or CAcert.
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CAcert Client Certificates

1. Before using this facility, you will need a CAcert Client Certificate, which can be obtained
from https://cacert.org. You must be a member of CAcert, which can easily be done from
that page.
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Are you new to CAcert? Join CAcert.org
Join
CAcert.org is a community-driven Certificate Authority that issues certificates to the public at large for free. Community Agreement
CAcert's goal is to promote awareness and education on computer security through the use of p by providing These can be used to digitally sign and encrypt Root Certificate
email, authenticate and authorize users connecting to websites and secure data transmission over the internet. Any application that supports the Secure Socket Layer Protocol (SSL or TLS) can make use of certificates
signed by CAcert, as can any application that uses X509 certificates, e.g. for encryption or code signing and document signatures. My Account

Password Login
Lost Password
If you want to use certificates issued by CAcert, read the CAcert Root Distribution License . This license applies to using the CAcert root keys Net Cafe Login
Certificate Login

If you want to have free certificates issued to you, join the CAcert Community .

LATEST NEWS + About CAcert.org
CAcert-OrgA-Konferenz 2025

Manchem unserer Freiwilligen falit es schwer, fir sich alleine zu arbeiten — insbesondere dann, wenn es keine richtigen oder nur veraltete Richtiinien gibt, an denen man sich orientieren kann. Genau aus diesem
Grund fand am 27. Marz 2025 eine kieine OrgA-Konferenz bei Zirich statt. Mit dabei: Ein OrgAssurer, ein Mitglied der Gemeinschatt, ein Juniormitglied und [...]

+ Translations

Advertising
Start 2025 with a first CAcert project

Over the past few months, we have been pushing OpenlD Connect forward. Today, you can sign in with OpeniD Connect using CAcert certficates. Our tireless volunteers are still working on the finishing touches
‘and documentation. Perhaps you are still looking for a New Year's resolution and would like to give them a hand? Orin|[...]

CAcert mit schlankeren Strukturen in die Zukunft

An seiner Jahresversammiung haben die Mitglieder von CAcert Inc, dem Trég der CAcert i die Strukturen den heutigen Begebenheiten anzupassen. Da seit dem Umzug nach
Europa keine i im Vorstand mehr i sind, wurde der Vorstand auf fanf Mitglieder reduziert. Die Mitglieder sind Gberzeugt, dass diese schlankeren Strukturen den Ansprichen
der Zukuntft besser gerecht [...]

[ More News Items ]

For CAcert Community Members
Have you passed the CAcert Assurer Challenge yet?
Have you read the CAcert Community Agreement yet?

For general documentation and help, please visit the CAcert Wiki Documentation site .For specific policies, see the CAcert Approved Policies page.

Do you want to help CAcert?
We are facing an uphill battle to fund this service and could do with your help?
If you can, please donate

AUS50 per year for this button
LA e [V5T]

2. If you use multiple e-mail addresses to log in to different web sites and services, you should
create a certificate that includes all of those e-mail addresses. In most browsers, changing
the certificate that is remembered by the browser can be a bit difficult.

3. The procedure for obtaining a valid Client Certificate can be found at

https://community.cacert.org/clientcert


https://community.cacert.org/clientcert
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1. Generate a key pair

Your name

Please input your name as it should be added to your certificate

Choose an RSA key size

An RSA key pair will be generated in your browser. Longer key sizes provide better security but take longer to generate
O 3072Bit

2048 Bit (most compatible, least secure)
4096 Bit

o Generate key pair and signing request

CAcert OpenlID Connect Registration

1.

Once you have your CAcert Client Certificate, go to the CAcert OpenID Registration site:
https://registration.cacert-phoenix.org/index.php

I will be using NextCloud as our example of a site to register. Other alternatives are shown
in a related set of documents listed under. “CAcert OpenID Connect Registration
Examples”

To register a new site or on-line resource, you will need a few pieces of information and
MUST record the answers given by this tool. They will not be available after you have
finished the process.

The information that you will need is:

1. The Site Name ( for your own reference ) -- This can be any string of characters and is
purely for your own information

The Redirect URL that the on-line resource provides to you.
Whether this site requires POST or Basic ( GET ) connections. Most use POST.

You may also record some notes for yourself.

A

The tool will provide you with two values, Client ID and a Client Secret. They MUST
be recorded by you outside of the tool, because you will not be able to retrieve them
after this process is complete.

Note: The on-line resource that you wish to connect to will require one of two access
methods. The first uses the tool as provided, but some require a JSON structure to be


https://registration.cacert-phoenix.org/index.php

provided. That can be downloaded here: https://registration.cacert-phoenix.org:4444/.well-
known/openid-configuration

6. Once you have collected the required information, you can proceed with registering that on-
line resource.
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7. First, go to the Register A New Site page on the web site. https://registration.cacert-

phoenix.org/register.php
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How to Register a New Site

To make use of this system and register a site, you need the following things:

1. A unique name to identify your site registration

2. The "Redirect URL" that the OpeniD plugin for the site that you are registering requires.

3. Does your plugin use Post or Basic authentication? The default is POST. If you have requirements other than those two, please contact the CAcert OpeniD
development team at bmccullough@cacert.org

4. Optional notes for yourself.

You may download the various URLs provided by the OpenlD component here

Site Name

Redirect URL ||

(® Post

Auth Method | .
() Basic

Notes |

Register Site
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8. To Be Continued
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